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Motivation

- Buffer overtlows account for 10-16% of Vulnerabilities

- Affecting:

- Operating Systems
- Web Browsers

- OpenSSL

- Programming Language Implementations
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C Pointers

Tx val = malloc(sizeof(T)); Singleton Pointer

A ptr<T> val = malloc(sizeof(T));

s Tx vals = calloc(n, sizeof(T));

/[ T valsIN] = { ... }; .
Array Pointer

,f* array_ptr<T> vals = calloc(n, sizeof(T));

T vals checked[N] = { ... };
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array _ptr<T> p : bounds(l, u) 1 <= p' < u

_ p' != NULL &&
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Bounds Declarations

Declaration Access Invariant

_ p' != NULL &&
array_ptr<T> p : bounds(l, u) 1 <= p' < U

_ p' != NULL &&

array_ptr<T> p : count(n) D<= p' < p +n

p' != NULL &&

array_ptr<T> p : byte_count(n) p <= p' < (charx)p + n

Expressions in bounds (1, u) must be non-modifying
- No Assigtnments or Increments/Decrements

- No Calls




Interoperation with
Unchecked Code

Annotate Unchecked Pointers with Bounds

T+ val : itype(ptr<T>) = malloc(sizeof(T));

T* vals : count(n) = calloc(n, sizeof(T));

Checked and Unchecked Scopes

checked { ... }
unchecked { ... }

checked int my funcl(int s, int*x : count(s)) {
unchecked int my_func2(int s, int*x : count(s)) {



Soundness

Well-Foundedness:

- All bounds expressions for

variables or data are

defined and a sub-range of

th

elr objects In memory;

and,

- A
197

| non-null pointers of

be T with bounds must

point to an object In
memory of type T.

Soundness:

- Assuming Memory &

Program are Well-founded
on entry of Checked scope

- Bvaluation Preserves

Well-foundedness: and

Memory Reads and Writes
Preserve Well-
-oundedness
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- Example



bool echo(
intle_t user_length,
size_ t user_payload_len,
char  *user_payload,
resp_t xresp) A

Copy data

from user_payload
into new buffer In
resp object



bool echo(
intle_t user_length,
size_ t user_payload_len,
char  *user_payload,
resp_t xresp) A

Copy data
from user_payload
into new buffer In
resp object

user_lengthis user_payload_len s

provided by user from the parser



bool echo(

intle_t user_length,
size_ t user_payload_len,

Copy data
from user_payload

char  *user_payload, into new buffer In

resp_t xresp) {

user_length Is

resp object

user payload lenis typedef struct 1
—Pay — size t payload_len;

provided by user from the parser char *payload;

// ..
} resp_t;




bool echo( Copy data

intle_t user_length,

size_ t
char
resp_t

user_payload_len, from Usel’_paylload
kuser_payload, into new buffer In
xresp) { resp object

char xresp_data = malloc(user_length);

resp—>pay Load
resp—>payload_len

resp_data;
user_length;

user_lengthis user_payload_lenis typedef struct {

size_t payload_len;

provided by user from the parser char *payload;

// ..
} resp_t;




bool echo( Copy data

intle_t user_length,
size_ t user_payload_len,

from user_payload

char  *user_payload, into new buffer In

resp_t xresp) {

char xresp_data = malloc(user_length);

respldata;
userfiength;

resp—>pay Load
resp—>payload_len

malloc could fall

user_lengthis user_payload_len s

provided by user from the parser

resp object

typedef struct {
size_t payload_len;
char xpayload;

// ..
} resp_t;




bool echo( Copy data

intle_t user_length,
size_ t user_payload_len, from user_payloaa

char  *user_payload, into new buffer In
resp_t xresp) { resp object

char xresp_data = malloc(user_length);

resp—>pay Load
resp—>payload_len

resp_data;
user_length;

// memcpy(resp—>payload, user_payload, user_length)

for (size_t 1 = 0; i < user_length; i++) {
resp—>payload[i] = user_payloadl[il;

I3

return true;

user_lengthis user_payload lenis typedef struct i
. size_t payload_len;
provided by user from the parser char *payload:

// ..
} resp_t;




bool eCho (s —
int16_tluser length |
size_t {user_payload_len, ;
char  *USé€r_payload,
resp_t *resp) {

Copy data
from user_payload

— iINto new buffer In
resp object

char xresp_data =

resp—>pay Load
resp—>payload_len

}

return true;

}

neer lennth ic lcer navlnad len g

user_length could be
larger than user_payload_len

typedef struct {

size_t payload_len;

char xpayload;

// ..
} resp_t;




bool echo( Copy data

intle_t user_length,
size_ t user_payload_len, from user_payloaa

char  *user_payload, into new buffer In
resp_t xresp) { resp object

char xresp_data = malloc(user_length);

resp—>pay Load
resp—>payload_len

resp_data;
user_length;

// memcpy(resp—>payload, user_payload, user_length)

for (size_t 1 = 0; i < user_length; i++) {
resp—>payload[i] = user_payloadl[il;

I3

return true;

user_lengthis user_payload lenis typedef struct i
. size_t payload_len;
provided by user from the parser char *payload:

// ..
} resp_t;




bool echo( .
1nt16 t user_Llength, Step>|.
-_payload_len, Manually

a rray' ptr<char>| user_payload, Convert to
\ptr<resp_t> res;

Checked Types

:akféyfpfr<¢haf>iresp_data = malloc(us€er_length);

resp—>pay load
resp—>payload_len

resp_data;
user_length;

// memcpy(resp—>payload, user_payload, user_length)
for (size t 1 = 0; i < user_length; i++) A
resp—>payload[i] = user_payloadl[il;

F
return true;
¥
typedef struct {

:arkay-ptr<cHar>fpayload

} resp_t;

——



bool echo(
intle_t user_length,
size_t user_payload_len,
array_ptr<char> user_payload
ptr<resp_t> resp) {

( )

user_payload_ler

: {count

array_ptr<char> resp_data =5F°ﬁhth$¢F;1¢O9thi'= malloc(user_length
resp—>pay lLoad = resp_data;
resp—>payload_len =

user_length; Step ).

// memcpy (resp->payload, user_paylManually
for (size_ t i = 0; i < user_length
resp—>payload[i] = user_payloadl Ada BOUﬁdS
} Declarations
return true; -

}

typedef struct {
size_t payload_len;
array_ptr<char> payload

[/ s
} resp_t;

) 

(payload_ter

:fcount




bool echo(

int16_t user_length, SteF’B:
size_t user_payload_len, Clananerlnserts
arra tr<char> user payload : cou .

array_ ptr<char> resp_data : count(user_length) = malloc(user_length

(dynamic_check(resp != NULL)
resp—>pay Loac = resp_data;
resp—>payload_1len user_length;

b

// memcpy(resp >payload, user payload, user_length)

fdynam1c_c1ec<(user payload '= NULL);

tdynamic_check(user_payload <= &user_payload[i]);
‘dynamic_check(&user_payload[i] < user_payload + user_payload_len),
‘dynamic_check(resp—>payload !'= NULL);

‘dynamic_check(resp—>payload <= &resp->payload[i]);
\dynamic_check(&resp—>payload[i] < resp—>payload + resp—>payload_Tle
resp—>payload[i] = user_payloadli];

}

return true;




bool echo(

int16_t user_length, SteF’B:
size_t user_payload_len, Clananerlnserts
arra tr<char> user payload : cou .

array_ ptr<char> resp_data : count(user_length) = malloc(user_length

(dynamic_check(resp != NULL)
resp—>pay Loac = resp_data;
resp—>payload_1len user_length;

b

// memcpy(resp >payload, user payload, user_length)

fdynam1c_c1ec<(user payload '= NULL);
tdynamic_check(user_payload <= &user_payload[i]);
‘dynamic_check(&user_payload[i] < user_payload + user_payload_len),
dynamic_check(resp—>payload !=4MULL);
‘dynamic_check(resp—>payload <= &resp->payload[i]);
\dynamic check(&resp—>payload[il} < resp—>payload + resp

—>pay Lload_ L

resp—>payload[1] = user_payload [ ]

] “No Memory Disclosure
return true; — —




bool echo(

int16_t user_length, SteF’3:
size_t user_payload_len, Clananerlnserts
arra tr<char> user payload : cou .

array_ptr<char> resp_data : qgount(user_length) = malloc(user_length

dynamic_check(resp != NULL)) |
resp—>pay Load = resp_ data,@fgw_
resp—>payload_len = user_length; ™ y13110c now checked

b

—

// memcpy(resp—>payload, user payload, user"ength)

for (size t 1 =0; 1 < user length; i++) 4+ ¢
fdynamic_ check(user payload = NULL); f ;
idynamic_check(user_payload <= &user_ps ad [i]);
dynamic_check(&user_payload[i] < user p,,1oad + user_payload_len)
‘dynamic_check(resp—>payload !=44ULL) ;#¢
‘dynamic_check(resp—>payload <= i&resp->payload[il);
\dynamic_check(&resp—>payload[i]} < resp—>payload + resp—>payload_1lc
resp—>payload[1] = user_payload [ ]

; “No Memory Disclosure
return true; — —




bool echo(

int16_t user_length, SteF>3:

size_t user_payload_len, (Jgnﬂpner|nserts

array_ptr<char> user_payload : cou .

arra, I B P [P Lovi . .. TAam ALY m.-.'l'l,\ﬁl....er_'l-ength:

@quelNot Bug—lFree: -
resp\WV|| signal run-time error It erther

:S:‘- malloc(user_length) fails ed
fayl

{dyi

C

‘ = | load_len)
&:But: Vulnerable Executions Prevented -
C

C

[dynmamic_checklresp—>payload <= &resp—>payloadlil);
dynamic_check(&resp—>payload[il} < resp—>payload + resp—>payload_l

T aa

resp—>pay load[1] = user_payload[il;
; ~No Memory Disclosure

return true; A "



bool echo(

int16_t user_length, SteF’3:
size_t user_payload_len, Clananerlnserts
arra tr<char> user payload : cou .

array_ptr<char> resp_data : qgount(user_length) = malloc(user_length

dynamic_check(resp != NULL)) |
resp—>pay Load = resp_ data,@fgw_
resp—>payload_len = user_length; ™ y13110c now checked

b

—

// memcpy(resp—>payload, user payload, user"ength)

for (size t 1 =0; 1 < user length; i++) 4+ ¢
fdynamic_ check(user payload = NULL); f ;
idynamic_check(user_payload <= &user_ps ad [i]);
dynamic_check(&user_payload[i] < user p,,1oad + user_payload_len)
‘dynamic_check(resp—>payload !=44ULL) ;#¢
‘dynamic_check(resp—>payload <= i&resp->payload[il);
\dynamic_check(&resp—>payload[i]} < resp—>payload + resp—>payload_1lc
resp—>payload[1] = user_payload [ ]

; “No Memory Disclosure
return true; — —




bool echo( Step>41

intle_t user_length, Restrictions on bounds
size t wuser_payload_len,

array_ptr<char> user_payload : cexpressions may allow removal
ptr<resp_t> resp) { o o

array_ptr<char> resp_data : count(user_length) = malloc(user_length

;dyham;c‘cheCk(reSpr}—fNULL)'
resp—>pay Loac = T
resp—>payload_len

[l II
i
M
wn
ol
I
(_J
QO
—+
Q

user_length;

(dynamic_ check(resp >pay load !— NULL)
memcpy resp- >pay oad, user pay oad, user_length)

for S17€ = ; 1 < 0 engath;: ++) {
dynamlc check(l <— user payload len)
resp—>payload[1] = user_payloadl[il;

I3

return true;



bool echo( Step>41

intle_t user_length, Restrictions on bounds
size t wuser_payload_len,

array_ptr<char> user_payload : cexpressions may allow removal
ptr<resp_t> resp) { o o

array_ptr<char> resp_data : count(user_length) = malloc(user_length

;dyham;c_chetk(reSp lffNULL)-
resp—>pay Loac resp_data;
resp—>payload_len user_length;

(dynamic_ check(resp >pay load !— NULL)
memcpy resp- >pay oad, user pay oad, user_length)

for S17€ = ; 1 < 0 engath;: ++) {
dynamlc check(l <— user payload len)
resp—>pay load[1] = user_payloadli];

} §

return true;

~No Memory Disclosure




bool echo( Step>41

intle_t user_length, Restrictions on bounds
size t wuser_payload_len,

array_ptr<char> user_payload : cexpressions may allow removal
ptr<resp_t> resp) { T o

array_ptr<char> resp_data :zigunt(user_length) = malloc(user_length

;dyham;c_chetk(reSp ifﬁNULL)' y
resp—>pay Load resp_data; /..
resp—>pay load_len user_length;

malloc still checked

ldynamic_ check(resp >pay load !— NULL) f«#w”
memcpy resp->pay load, user pay oad, user_length)

for S]17€ = ; 1 < 0 enatn: ++) {
dynamlc check(l <— user payload len)
resp—>pay load[1] = user_payloadli];

} §

return true;

~No Memory Disclosure




Unchecked CFG gh=it g w0 0

Y04

%05 = sext 116 %0 to 164

%6 = call 18*% @malloc(164 %5)

%7 = getelementptr inbounds %struct.resp, %struct.resp* %3,132 0,132 1
store 18% %6, 18%* %7, align 8

%08 = sext 116 %0 to 164

%9 = getelementptr inbounds %struct.resp, %struct.resp* %3,132 0,132 0

br label % 10

store 164 %8, 164* %9, align 8

% 10:

9012 =1cmp ult 164 %.0, %11

bril %12, label %13, label %21
T F

ﬁ

J013:

%14 = getelementptr inbounds 18, 18* %2, 164 %.0 ‘
%15 =load 18, 18* %14, align 1 To21:
%16 = getelementptr inbounds %struct.resp, %struct.resp* %3,132 0,132 1

%17 =load 18*, 18%* %16, align 8 ret 1l true

%18 = getelementptr inbounds 18, 18* %17, 164 % .0

store 18 %15,18% %18, align 1
br label %19

AN

%19:

%20 = add 164 % .0, 1
br label %10

CFG for 'echo' function




Checked CFG

ext il6 %0 10 i6d

b |I %7, label %8, label %359

all 18% @malloci:64 %5)
cmp ne “struct.resp® %3, null

T | F

3 \l |I(| G 1o i6d
mp ne Sstruct resp®

3.
hrll Sel11, label %12, label %60

0.i321

T

T

/

%10, 164
br label %14

3 = getelementptr inbounds Fstruct.resp, Fstructresp® %3, 13201320
P13, align 8

F60:

call void @ llvm.trap() 42

oAb = phi
= sext

hrxl @16,

6410, %121, [ %58, %57

i6 %0 t0i6d
poult i 0n,%15
abel label %69

IS

—

BIT:

I8 = icmp ne i8* &2
bril %18, label %19, label ®61

T | I

-

—

60

retil true

W6l:

call void @1lvm.trap() ¥2

®19:
— %20 = getelementptr inbounds i8. i8* %2.164 %0
%21 = getelementptr inbounds 18, 18* 462,164 %1
%®. ptrtoint i8* %20 to i64
%23 = ptnoint i8* %2 10 164
‘k’4—umpale 164 23, %2
ptitoint i8* F21 o |(|4
hl Gl %27 label ’5'78 lahel &
T F
F28:
“w62:
%29 = load 18, i8* %20, align 1
%30 = icmp ne %structresp* %3, null
bril %30, label %31, label 63
T [ F
A A
®31:

W32 = getelementprr inbounds Sstruct.resp, Sstructresp® %3,1320,i32 1
533 = load 187, 18%* %32, align §

34 = iemp ne i8% %33, null
bril 434, label %35, label %64

Gha:

call void @llvm.trap() #2
unrcachahle

T F

. \

FoA:

ctelementptr inbounds iR, i8* 33,164 %0
ip e Sstructrespt 903, null

call void @ llvm trap() #2
i1 737 bl 5 38, Taber 65 O redable TR ¥

T [ 5
T3R:
%39 = getclementptr inbounds Fstruct.resp. ®structresp® %3,1320,i32 1 F65:

‘%40 oad 18+, 184 %39 ulign 8
mp ne Fstruetresp® 33, null
bl || T41. label 542, lzbel %66

cull void @1lvm.trap() #2

unreachable
T r
l )
F42: ‘
%43 = getelementptr inbounds Fstruct.resp, %struct.resp® %3,i320,i321 66:
%44 = load 18%,18%% %43, align 8 . e
%45 = icmp ne %struct.resp” %3, null cull void @llvm trap() #2
bril %45, label %46, label unreachable
T | F ]
Gedb: ’
|
getelementplr inbounds YWstructresp, “structresp® 3,132 01320
48 = load 164, 164% %47, align 8
9 = getelementptr inbounds 18, 18% 544, 164 %48

0 = pirtoint 18% 5 36 10 164 AeE
= pirtoint1¥* 540 1o 164
2 = 1cmp sle 164 %51, %50
3 = pirtoint 18% %49 10 164
me sl 164 250, 483

call void @1lvm.rapt) #2
unreachable

1l %32, %54
bn] ‘i55 lubel %36, label 68

T F

\ }

Ws6: W68:

store i8 W29, 8% %36, align |

<all void @llvm.trap() ¥2
br label %57

unreachable
pa—

——

— /
_—

—_— 557: o
—n L
W58 = add 164 .0, 1
br lubel %14

CFG for 'ccho’ function

call void @llvm.trap() #2
unreachable

L —

F59:

call void @llvm trap() #2
unreachable

unreachahle




Checked CFG

ext il6 %0 10 i6d
118% @malloci:64 %5)

In |I %7, label %8, label %359

cmp ne “struct.resp® %3, null

T | F

A

R

store iB¥ %6, I8 ¥ 5

align 8
W=

At il6 G 1o i6d
Gl = mmr ne Gstruct.resp®
Al

3. null

%9 = getclementptr inhounds Fstruct.resp, Fstruct.resp” &

le—

0.i321

F59:

call void @llvm trap() #2
unreachable

bril S, label %12, label %60
T [
/ \
@12 ry
%13

= getelementptr inbounds Sestruct.resp, Fstructresp® %3,i320.i320
store i64 %10,i64* %13, align §
br label %14

call void @ llvm.trap() 42
unreachahle

)

=phiied [0, %12 ],[ %38, %57 |
=sextilh %0 10i6d

Gl =icmpulti6d G0, %15

bril %16, label %17, label %69

T I
[ |
1T ¥
60

18 = icmp ne i8* %2, null
bril %18, label %19, label %61

VA

retil true

F19:

—

———— w20 =
%21 =
f;

<{’4 -

bril %2

getelementptr inbounds i8. i8* %2.164 %0
getelementptr inbounds 18.18* 42,164 %1
plrloinl i8* 520 to i64

ptrioint i8* %2 1o i64

1cmp sle 164 %23, %22

ptrtoint i8* %21 tn i64

wW6l:

call void @llvm.trap() #2
unreachable

27 Iahl’&’x lahel 562

:

F28:
462
%29 = load 18, i8* %20, align 1
%30 = icmp ne %structresp* %3, null call void @1lvm. trap() #2
briil %30, label %31, label %163 o i
T [ F
@31
%32 = chelomonqm hounds Gstruetresp, Sstructresp® 53,320,552 1 63:
533 = load 187, 18%* %32, align 8
434 = iemp ne i8% %33, null N call void @llvm.trap() #2
bril %34, label %3S, label %hd unrcachahle
T F

!

F35:

%36 = getelementptr inbounds i8, 18 33,164 %0
W cmp e Fstractrespt %3, null
br il %37, lahel %38, label %63

\

T6:
call void @ llvm.trap() #2

T [ 5

!

W3R

%39 = gewclementptr inhounds Fstructresp., %struct.resp® %3,i320,i32 1
‘540 oad 8+, 18 %39 _align

mp ne Fstruet esp® 5l

b( II F41. label %42, label %66

T r N

}

42

W65:

cull void @1lvm.trap() #2
unreachable

%43 = getelementptr inbounds Fstruct.resp, Gostruct.resp* %3,1320,i321 66:
%44 = load 18%,18%% %43, align 8

%45 = icmp ne %structresp” %3, null
bril %43, lubel %46, label 567 unreachable

T

cull void @ llvm.trap{) #2

| F

)

plrtoint 18% %36 10 164

getelementptr inbounds YWstructresp, Sstructresp® 43,132 0,1320
= load i64, i64% %47, align 8
049 = getelementptr inbounds 18,18 544, 164 %48

7 e
pirtoint 18* 540 10 164 o V- DI
cmp sle .64 q)l %50 call void @llvm trapl) #2 B o
unreachable . g s . ) - = o
R352, %54
bn] 535, label %56, label %68
T F
\ } , -
4562 W68 "y o
store i %29, i%* %36, align 1 call void @1lvm.trap() #2 . = S ST e, SN At
br label %57 unreachable
\\\
—_—
\“b 5T s
r—'—’f

br lubel %14

W58 = add 164 .0, 1

CFG for ‘echo’ function

T——



%4

%5 = sext 116 %0 to 164

%6 = tail call i8*% @malloc(i64 %5)
%7 = icmp eq %estruct.resp* %3, null
bril %7,

label %16, label %8

T

F

N

P 16:

tail call void @llvm.trap() #2
unreachable

%8:

99 = getelementptr inbounds %struct.resp, %struct.resp* %3.164 0,132 1

store i8* %6, i18** %9, align 8, !tbaa 12

%10 = getelementptr inbounds %struct.resp, %struct.resp* %3,164 0,132 0

store 164 %5, 164* %10, align 8. !tbaa '8
%11 =icmp eq 116 %0, 0
bril %11.label %15, label %12

T

Checked CFG

—

—

%012:

%13 =icmp eq i8* %2, null
%14 = getelementptr inbounds 18, i8* %2,164 %1
bril %13, label %37, label %17

T

F

N

%37

unreachable

tail call void @llvm.trap() #2

9017:

%18 = phi 164 [ %35, %34 1,0, %12 |

%19 = getelementptr inbounds 18, i8* %2, 164 %18
%20 = icmp sge i8% %19, %2

%21 = icmp slti8* %19, %14

%22 =and il %20, %21

bril %22, label %23, label %38

T F
y
%23
%24 = load i8, i8* %19, align 1, !tbaa 19 %38:

%25 = load i8*, i8** %9, align 8, !tbaa !2
%26 = icmp eq i8* %25, null
bril %26, label %39, label %27

tail call void @llvm.trap() #2
unreachable

T

F

%39:

tail call void @llvm.trap() #2
unreachable

\

9027

%28 = getelementptr inbounds i8, i8* %25, 164 %18
%29 = load 164, 164* %10, align 8, !tbaa !8

%30 = getelementptr inbounds i8, i8* %25, 164 %29
%31 = icmp sle i8* %25, %28

%32 = icmp slti8* %28, %30

%33 =and il %31, %32

bril %33, label %34, label %40

T

S

Removed 5 Redundant Cﬁecks

3, align 1, !tbaa 19
18,1
135, %5

P15:

retil true

,label %15

CFG for 'echo' function

%40:

tail call void @llvm.trap() #2
unreachable

20



%4

%5 = sext 116 %0 to 164

%6 = tail call i8*% @malloc(i64 %5)
%7 = icmp eq %estruct.resp* %3, null
bril %7, label %16, label %8

T

F

P 16:

tail call void @llvm.trap() #2

unreachable

N

%8:

99 = getelementptr inbounds %struct.resp, %struct.resp* %3.164 0,132 1

store i8* %6, i18** %9, align 8, !tbaa 12

%10 = getelementptr inbounds %struct.resp, %struct.resp* %3,164 0,132 0

store 164 %5, 164* %10, align 8. !tbaa '8
%11 =icmp eq 116 %0, 0
bril %11.label %15, label %12

T

Checked CFG

T——

Hoisted: payload !'= NULL

——

%012:

%13 =icmp eq i8* %2, null
%14 = getelementptr inbounds 18, i8* %2,164 %1
bril %13, label %37, label %17

T

F

%37

tail call void @llvm.trap() #2
unreachable

N

9017:

%18 = phi 164 [ %35, %34 1,0, %12 |

%19 = getelementptr inbounds 18, i8* %2, 164 %18
%20 = icmp sge i8% %19, %2

%21 = icmp slti8* %19, %14

%22 =and il %20, %21

bril %22, label %23, label %38

T F
y
%23
%24 = load i8, i8* %19, align 1, !tbaa 19 %38:

%25 = load i8*, i8** %9, align 8, !tbaa !2
%26 = icmp eq i8* %25, null
bril %26, label %39, label %27

tail call void @llvm.trap() #2
unreachable

F

Removed 5> Redundant Checks 7™

%39:

unreachable

tail call void @llvm.trap() #2

\

9027

%28 = getelementptr inbounds i8, i8* %25, 164 %18
%29 = load 164, 164* %10, align 8, !tbaa !8

%30 = getelementptr inbounds i8, i8* %25, 164 %29
%31 =icmp sle i8* %25, %28

%32 = icmp slti8* %28, %30

%33 =and il %31, %32

bril %33, label %34, label %40

T

S

218, 1
)35, %5
,label %15
\ T | F
P15:
retil true

CFG for 'echo' function

%40:

tail call void @llvm.trap() #2
unreachable

20



%4

%5 = sext 116 %0 to 164

%6 = tail call 18*% @malloc(164 %5)
%7 = icmp eq %struct.resp* %3, null
bril %7, label %16, label %8

— N

%8: |

%9 = getelementptr inbounds %struct.res)

%16: store i8* %6, i8** %9, align 8, !tbaa 12 ' .
) ) %10 = getelementptr inbounds %struct.re O-t O | S-te

tail call void @llvm.trap() #2 store 164 %35, i64* %10, align 8. !tbaa !8 '

unreachable %11 = icmp eq il6 %0, 0

bril %11, label %15, label %12

T - payload bounds

- &resp—>payload[i] != NULL
Checked CFG . resp—>payload[i] bounds

—_— ——r

18 = phi 164 [ %35, %34 1,0, %12 ]

$19 = getelementptr inbounds 18, i8* %2, 164 %18
20 = icmp sge 18* %19, %2

021 = icmp slti8* %19, %14

7022 = and il %20, %21

£bril %22, label %23, label %38

%37:

tail call void @llvm.trap() #2
unreachable

T F
y
fload i8, i8* %19, align 1, 'tbaa 19 %38:
oad 18%, i8%* %9, align 8, !tbaa 12 ) o
Ficmp eq i8* %25, null tail call void @llvm.trap() #2
$026, label %39, label %27 unreachable
T F
n
Hoisted: load !'= NULL \
OIStEd. pay Loa - =
027
T— —

%28 = getelementptr inbounds i8, i8* %25, 164 %18
%29 = load 164, 164* %10, align 8, !thaa !8
%30 = getelementptr inbounds i8, i8* %25, 164 %29
tail call void @1lvm.trap() #2 %31 =icmp sle i8* %25, %28

%39:

jord %32 = icmp slt i8* %28, %30
il %33 =and i1 %31, %32
bril %33, label %34 label %40
/ T F
|
Removed 5 Redundant Checks s
218, 1
35. %5 tail call void @llvm.trap() #2
TE—— label %15 unreachable
\ T | F
%15:
retil true

CFG for 'echo' function



- Example



- Dynamic Checks



C Expression Semantics

- Expressions evaluate to Lvalues orValues
- Lvalues are locations of objects in memory
- Lvalues are used to read or write memory

- Values are integers, floats, pointers

22



Lvalue Expressions

23



Lvalue Expressions

variable
*expr
exprllexpr2]

lvalue expr.field

expr—>field

23



Lvalue Expressions

Creation Use
variable Lvalue_expr = expr
kexpr &Llvalue_expr
exprllexpr2] Lvalue_expr += expr
lvalue_expr.field Llvalue_expr++
expr—>field Lvalue_expr

23



Lvalue Expressions

Creation Use
variable Lvalue_expr = expr
kexpr &Llvalue_expr
exprllexpr2] Lvalue_expr += expr
lvalue_expr.field Llvalue_expr++
expr—>field Lvalue_expr

\\ L value Conversion

23



Lvalue Expressions

Creation Use
variable Lvalue_expr = expr
kexpr &Llvalue_expr
exprllexpr2] Lvalue_expr += expr
lvalue_expr.field Llvalue_expr++
expr—>field Lvalue_expr
~ . 4

Lvalue or Array Conversion

T— —

23



Converted Lvalue Example

ptr<int> p ;

*p = 3 int 1 = *p ;

24



Converted Lvalue Example

ptr<int> p ;

*p = 3 int 1 = *p ;

L value

24



Converted Lvalue Example

ptr<int> p ;

*p = 3 int 1 = *p ;

Lvalue Converted
Lvalue

24



Value Expression bounds
expr : bounds(1l, u)

Lvalue expr : bounds(l, u)

Lvalue Expression bounds

T var;
T arr checked[N];

expr : bounds(1l, u)

Lvalue Target bounds

expr + i : bounds(l, u)

&lvalue expr : bounds(l, u)

var : bounds(&var, &var + 1)
arr : bounds(arr, arr + N)

xexpr : bounds(1l, u)

array_ptr<T> var : bounds(l, u); + var : bounds(l, u)

array _ptr<T> mem : bounds(1l, u); ~ x—>mem : bounds(x—>1, x—>u)

25
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Dynamic Checks Are
Performed During Evaluation
of Lvalue Expressions that
will Access Memory



When Do Dynamic Checks
Occur?

int i = xp; Pointer Dereference
xp = 0;
*p += 1;

(kp)++;

28



When Do Dynamic Checks

Occur!?
int i = xp; Pointer Dereference p[n]
p—>f1ield
xp = 0;
*p += 1;

(kp)++;

28



When Do Dynamic Checks

Occur!?
int i = xp; Pointer Dereference p[n]
p—>f1ield
xp = 0; Assignment
xp += 1; Compound Assignment

(*p)++; Increment/Decrement

28



Desigh Requirements

- No Runtime Library
- Cross-Platform

- No Implicit Overhead except where Memory Is Accessed

- 50 no checks in calls, no checks in pointer arithmetic

29



~

Clang

~

Frontend

~

>

LLVM IR

Generator

[ Analyses ](}v

—/

Clang & LLVM

-

LLVM

~

!

Analyses

)

[ Optimizations ]

-V Assembly
[ Code (Generators B B

\_

x86 /
x64 /
ARM /
Other

J
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Clang & LLVM

| , - L LVM R

x86 /
Frontend [ Analyses ] ot

ARM /
[Analyses] [ Optimizations ] Other

SV ~¥ Assembly
Cenerator [ Code Generators B -
\ )\ J
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Clang's Code Generator



Clang's Code Generator

- Value Expressions:

- Scalar Expressions
- Vector Expressions
- Aggregate lypes

- Complex Numbers

- Lvalue Expressions

31



Clang's Code Generator

- Value Expressions: All Generate
LVM IR

- Scalar Expressions
- Vector Expressions
- Aggregate lypes

- Complex Numbers

- Lvalue Expressions



Clang's Code Generator

- Value Expressions: All Generate
LVM IR

- Scalar Expressions

- Vector Expressions LLVM IR Is In SSA form,
similar to Assembly, but

- Aggregate lypes platform independent

- Complex Numbers

- Lvalue Expressions
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Clang's Code Generator

- Value Expressions: All Generate
LVM IR

- Scalar Expressions

- Vector Expressions LLVM IR Is In SSA form,
similar to Assembly, but

- Aggregate lypes platform independent

- Complex Numbers

Dynamic Checks

- Lvalue Expressions Generated Here

31



- Dynamic Checks



- Evaluation

32



Hypotheses

- Most T* become ptr<T>

| 0% of Code Changed

| 0-50% Slower Run-time

33



Benchmarks

- Olden and Ptrdist Surtes: |5 Programs

- Converted By Hand

- 5 with assistance from VWonsub Kim and Jijoong Moon at
Samsung Research

- 2 Conversions Incomplete

| 2 Core Intel Xeon X5650, 2.66GHz 32GB RAM

34



Benchmark
Olden: bh
Olden: bisort
Olden: em3d
Olden: health
Olden: mst
Olden: perimeter
Olden: power
Olden: treeadd
Olden: tsp
Olden: voronoi
Ptrdist: anagram
Ptrdist: bc
Ptrdist: ft
Ptrdist: ks
Ptrdist: yacr?2

Benchmarks

LoC
|, 162
263
478
389
328
399
458
| 80
420
814
362
5,194
893
552
2,529

Description

Barnes & Hut N-body force computation

Forward & Backward Bitonic Sort

3D Electromagnetic Wave Propagation

Columbian Health Care Simulation
Minimum Spanning Tree
Perimeters of Regions on Images
Power Pricing Optimisation Solver
Recursive Sum over Tree

Travelling Salesman Problem

Computes voronoi diagram of a set of points

Finding Anagrams from a Dictionary

Arbitrary precision calculator

Minimum Spanning Tree using Fibonacci heaps

Schwelkert-Kernighan Graph Partitioning

VSLI Channel Router

35



Code Modifications

bisort bisort
em3d [N em3d
health [ health
= mst mst
g perimeter [ : perimeter
S power [N power
S treadd I treadd
m tsp N : tsp
anagram [N anagram
ft : ft
ks NN ks
yacr2 : yacr2

0% 10%  20%  80%

Lines Modified (%)

bh

bisort
em3d
health
mst
perimeter
power
treadd
tsp
anagram
ft

ks

yacr2

Benchmark

0%

10% 20%
Lines Unchecked (%)

0% 20% 40% 60% 80% 100%
Easy Modifications (%)

30%

36



Performance Overhead

bisort
em3d
health
mst
perimeter
power
treadd
tsp

Benchmark

bh |+ 8.2%

anagram

ft —_—

ks —

yacr2

_20% 0% +20% +40% +60%
Runtime Slowdown (+%)

bh

bisort
em3d
health
mst
perimeter
power
treadd
tsp
anagram
ft

ks

yacr2

Benchmark

|+6.3%]

bh + 19.5%

bisort
em3d
health
mst
perimeter
power
treadd
tsp
anagram ]
ft —
ks —

yacr2

—25% 0% +25% +50% +75%
Compile Time Slowdown (+%)

Suite
Olden

— Ptrdist

20% 0% +20% +40% +60%
Executable Size Change (+%)

37



LLVM Optimizer

~250 Analyses and Optimizations

Most Useful:
. CSE/GVN

* InstCombine

-« Simplify CFG

- LICM

+ Loop Unswitching

38



LLVM Optimizer

~250 Analyses and Optimizations

Most Useful:
. CSE/GVN

* InstCombine

-« Simplify CFG

- LICM

+ Loop Unswitching

Major Problems:
- Writing Good Bounds

« Non-null Checks

38



- Evaluation

39



- Conclusion
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C Extension for Bounds Propagation
Spatial Memory Safety Algorithm

Added Runtime Bounds Checks
to the Checked C Compiler

First Evaluation of In Our
Checked C Clang/LLVM Fork

40



Next Steps

- Design for Null-Terminated Arrays

- Better Static Checking of Bounds

- Proposal for nullary qualifiers to reduce overhead

- kbvaluating on Real-world Benchmarks

Working on a Paper with
Andrew Ruef, Michael Hicks,

and David lardrti 4



C Extension for Bounds Propagation
Spatial Memory Safety Algorithm

Added Runtime Bounds Checks
to the Checked C Compller

First BEvaluation of In Our
Checked C Clang/LLVM Fork

https://github.com/Microsoft/checkedc
https://github.com/Microsoft/checkedc-clang

42
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https://github.com/Microsoft/checkedc-clang

